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ACS Publications

A division of the American Chemical Society, ACS Publications supports researchers through
journals, eBooks, scientific programs, and the news magazine Chemical & Engineering News.
As a nonprofit scholarly publisher, ACS Publications offers:

- Trusted Peer Review - Rapid Publication
- A Home for Every Type of Research - Broad Global Exposure

STM

The International Association of Scientific, Technical & Medical Publishers (STM) is the global trade
association that represents the world’s leading scholarly publishers, as well as organizations that
provide services and support within the scholarly publishing ecosystem.

- Research Integrity - Open Research

- Social Responsibility - Standards and Technology
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Author Verification- Separating Good Actors from Bad Actors

Stock photo: Authors working in laboratory setting.

Stock photo: Authors working in a computer room.
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Trusted Peer Review Includes a Trusted Author Identity
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https://stm-assoc.org/what-we-do/strategic-areas/standards-technology/researcher-id-tfg/
https://stm-assoc.org/what-we-do/strategic-areas/standards-technology/researcher-id-tfg/
https://stm-assoc.org/what-we-do/strategic-areas/standards-technology/researcher-id-tfg/

Modeling Trust

* An editorial platform can
determine a user’s trustworthiness
by checking:

» Evidence of individual identity
» Evidence of academic

participation

Evidence of Evidence of academic participation
individual
identity None Some Good
TRUST VIA
GOOD TRUST
ACCOUNTABILITY MAXIMUM TRUST
Good Good confidence in Good confidence in a Good confidence in a
R e e user’s identity and user’s identity and that
they are a genuine
accountability despite some.that theyarea Y &
lack of credibility. genuine researcher SIS
LOW TRUST MEDIUM TRUST GOOD TRUST
Some Some confidence in Some confidence in a Trust provided by the
identity, but no user’s identity and good research evidence
supporting academic some that they are a is limited by evidence
evidence. genuine researcher of identity
NO TRUST NO TRUST NO TRUST
None No confidence in a user’s Some evidence of Good evidence of

identity or evidence that
they are a genuine
researcher

credibility but it can’t
be reliably linked to an
identified individual

credibility but it can’t
be reliably linked to an
identified individual
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Verification Methods and Trust Levels

Trust Level | Method | Considerations:
* Method availability
* Deferred verification

High Trust ‘e .
¢ « Reverification
» Security

Institutional affiliation via IDP + MFA « Multi-dimensional verification

2 Medium Trust
ORCID + trust markers

Institutional affiliation via IDP/email

1 Basic Trust Document verification
Payment Card verification

0 Insufficient Trust
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Task & Finish Group
Recommendations

* Introduce User Verification: add verification steps
into submission and peer-review systems and offer
alternative methods when needed.

* Use verified profile information: Use ORCID - or
similar services - to gain confidence in user
identities and provide a positive feedback loop by
adding verified claims back into researchers’
profiles.

* Collaborate to improve: Share (anonymized and
aggregated) information and work with other
editorial platforms to strengthen collective defense,
support legitimate researchers, and reduce costs
through shared infrastructure.
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Challenges

* Verification could frustrate legitimate users

* Verification could alter the relationship
between researchers and publishers

* “Proving affiliation” may not be a barrier for
bad actors

* Some users prefer non-institutional email
addresses or IDs

* How often will users have to verify identity?

* Self-service verification tools could be high
cost
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